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Abstract

The purpose of this research is to explore online educational technology (hardware and software), how this technology enhances or hinders education, how the players interface with this technology, and legal/security considerations involved with the online classroom.  From a student’s perspective, issues explored include interfacing with educational technology, the facilitation of connectivity with online learning applications, and other interactive aspects that affect course portability and the overall learner experience.  From a teaching perspective, areas of exploration involve application usage, security considerations, providing a flexible interface, and pedagogy that supports active, collaborative, and transformational learning. Finally, from institutional perspective, online educational technology is viewed and discussed from selection, implementation, administration, and legal perspectives.  Online technology is used to build community in the online classroom and empower interactive learning.

Introduction

One can hardly access the Internet without being inundated with pop-ups and banner adds advertising distance learning, cyber classrooms, and online education.  The implication is attractive; earn college credit without the inconvenience of a daily commute, locating a parking space, and hoisting a backpack full of books from one classroom to another.  Students appreciate the flexibility that allows them to do coursework at their convenience.  Educators embrace the technology that supports the crafting of online course pedagogy and delivery of course content without the usual hassles of face-2-face (f2f) classrooms.  Finally, online course delivery further extends colleges reach into otherwise inaccessible markets and lessens the strain on budgets and facilities caused by overloaded classrooms.  Seems like a win-win scenario for everyone, right?

Internet usage among college students is increasing in the United States (Perry, Perry, Hosack-Curlin, 1998), particularly among college freshmen (ACENEWS, 1999).  Ten years ago it was estimated that 92% of U.S. college students had computer access (Marklein, 1995).  This number is now approaching 100%.  It is becoming more common for colleges to require freshmen to own or lease a computer, and of the colleges studied by Olson (2000), most college students had Ethernet connections in their dorm rooms.  Lately, more and more schools are enabling wireless “hotspots” to further extend the flexibility offered via digital media.  A recent study reports that the majority of college freshmen used a personal computer frequently during the year prior to entering college (The American Freshman, 2001).  On a parallel path, the usage of computers and the Internet for online course delivery continues to accelerate.  


According to Wikipedia, the defacto Internet encyclopedia, “Distance education, or distance learning, is a field of education that focuses on the pedagogy/andragogy, technology, and instructional systems design that is effectively incorporated in delivering education to students who are not physically "on site" to receive their education.  Instead, teachers and students may communicate asynchronously (at times of their own choosing) by exchanging printed or electronic media, or through technology that allows them to communicate in real time (synchronously).”  (Technopedia, n.d.)  As a subset of distance education, E-learning “refers to computer-enhanced training. E-learning is usually delivered via a personal computer. It includes learning delivered by other communications technologies. Methods include online lectures, tutorials, performance support systems, simulations, job aids, games, and more. Effective e-learning is often a blend of many methods.” (Technopedia, n.d.) Online learning relies on the Internet or proprietary networks as communication channels, extending the “virtual” reach of educators into digital space. 


A report compiled by the Alfred P. Sloan Foundation titled “Growing By Degrees: Online Education in the United States, 2005” examined some of the fundamental questions involving the quality and extent of online education via responses from over 1,000 colleges and universities.  Among the key findings:

· Sixty-three percent of schools offering undergraduate face-to face courses also offer undergraduate courses online. 

· Among all schools offering face-to-face Master's degree programs, 44% also offer Master's programs online. 

· Sixty-five percent of higher education institutions report that they are using primarily core faculty to teach their online courses compared to 62% that report they are using primarily core faculty to teach their face-to-face courses. 

· The overall percent of schools identifying online education as a critical long-term strategy grew from 49% in 2003 to 56% in 2005. 

· Overall online enrollment increased from 1.98 million in 2003 to 2.35 million in 2004. 

· Although online education continues to penetrate into all types of institutions, a relatively stable minority of Chief Academic Officers (28% in 2003 compared with 31% in 2005) continue to believe that their faculty fully accept the value and legitimacy of online education.   (Sloan.org, 2005)
According to Sloan’s study (2005), “the number of students who study online has been increasing at a rate far in excess of the rate of growth in the overall higher education student population.”   As evidenced, student interest in online education is increasing disproportional to the overall student population.  It could easily be surmised that this shift in desired educational presentation and its associated convenience is a direct reflection of the tech-centric students of today.  However, this disproportional growth rate is reaching a plateau.  According to the report, “The online enrollment growth, while substantial, did not measure up to what schools themselves had predicted in 2003 (2.6 million) and the year-to-year growth rate of 18.2% for 2003 to 2004 is somewhat lower than the 22.9% rate observed from 2002 to 2003.”  (Sloan, 2005)  Whether this trend will continue is yet to be seen however, “an increasing majority of most types of schools see online education as key to their long term strategy.” (Sloan, 2005)
Given the high levels of Internet usage by college age young adults, the growth tendencies as evidenced by the Sloan report, and usage of the Internet as the primary delivery mechanism for online learning, researching the issues associated with the technology used to support learning and teaching in this new environment would be beneficial from both practical and academic perspectives.  As the two primary participants in the learning process, students and teachers approach the online learning experience from different perspectives and have separate/similar issues interacting with the technology and each other through a virtual interface.  Also of interest, is the role that the institutions play in regards to enabling technology and supporting online faculty and student interactions.  This report begins by looking at the hardware and software involved with providing online classrooms, explores the contribution of technology to various types of leaning experiences, and examines critical e-learning legal and security issues.  

Part I: Technical Support of Educational Functionality – The Role of Technology in Online Educational Delivery

Hardware Overview

Central to providing a viable online learning experience, computers and the interfaces they engender require a focus on flexibility, forethought, and net-centric interactivity.  The online classroom is purposely designed to enable student and educator access from anywhere via the Internet or some other private network such as a virtual private network (VPN) or a specific school’s intranet.    
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Most institutions rely on what is referred to as “client-server” architecture to support the delivery of the online classroom.  According to Webopedia (n.d.), client/server computing is defined as, “A network architecture in which each computer or process on the network is either a client or a server. Servers are powerful computers or processes dedicated to managing disk drives (file servers), printers (print servers), or network traffic (network servers ). Clients are PCs or workstations on which users run applications. Clients rely on servers for resources, such as files, devices, and even processing power.”   From an operational perspective, client server “describes the relationship between two computer programs in which one program, the client, makes a service request from another program, the server, which fulfills the request. In a network, the client/server model provides a convenient way to interconnect programs that are distributed efficiently across different locations.” (CSU, n.d.)  

Initial implementations of client server computing were referred to as “two tier” implementations.  Typically, core services for manipulating databases and providing connectivity were bundled with the servers.  Now a day, client server is almost always implemented as “three tier”  (see illustration) or “n tier” implementations.  This involves the addition of a middleware level that handles communications, database interfaces, client connectivity, and other specialized processes associated with specific applications.  

Using this model, the core online classroom software is stored and manipulated on a computer (the server) scaled to support hundreds of simultaneous connections and relying on faster, more powerful, systems components than are used in smaller computers.  This e-learning server would probably have other servers connected via networks, providing database functionality (DBMS), file storage and retrieval support (file servers), printing support (print servers), and connectivity support (web servers).  On the client side, most cyber classrooms are now delivered within an internetworking environment and require the users to have access to a personal computer (PC) with web connectivity and a supported browser application.  This client PC is then used to access the online classroom application and the various connected servers.  The whole intent here is to leverage institutional investment while providing a reliable, scalable, and easily maintained e-learning interface.  

The Players and Constituent Parts 

As the Internet matured, online course offerings ramped up to meet student demands for alternative learning options.  Initially, instructors had to rely on web development tools and craft web pages that enabled access to course information and learning activities.  As web technology improved, so too did the various tools that instructors used to enhance course offerings.  All of this worked well within the initial constraints of limited online course offerings.  As the number of courses increased, it became quickly obvious to the educators and institutions that some type of consistent interface would best serve developing elearning capability.  Hence, course management systems (CMS) were developed to provide a consistent “look and feel” and enabling course shell manipulation via centralized management.  Indeed, over 79% of Learning Circuits survey respondents indicated that “centralizing management of learning activities” was the primary reason for implementing their schools CMS.  (2005)

Currently, a variety of course management software solutions are used.  A search of the Internet space with key words relating to “course management system” or “learning management system” will return multiple pages of entries and links to a variety of free (open source) and licensed products.  Of these choices, some of the bigger players include Blackboard, eCollege , WebCT, ThinkQ, Sabu, and Click2Learn among others.  All of these solutions seek to provide educational functionality through different interfaces, technical linkages, and, in most cases, are designed to support broad implementation and several thousand users.
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A survey conducted in June 2005 by Learning Circuits gathered information regarding implemented course management systems.  Based on the installation percentages (see chart), the predominant players are involved in a very competitive market dominated by someone called “other”.  Generally, the variety of software offerings would indicate healthy competition and insures that vendors are responsive to educational need.  However, significant fragmentation could also indicate inconsistent user demands within a loosely coupled industry.  In addition, given the extremely tight budgets that currently characterize most schools IT spending, many institutions are seeking free solutions or developing their own course management systems.  This shift toward open source and freeware solutions could effectively hinder any one solution gaining significant market share and potentially increase the number of CMS variations.

At the hardware level, most of the reviewed course management systems are typically implemented following the client server architecture as detailed in the previous section.  Other considerations involve the base operating system of the host client and servers and the connectivity software supported (the web browser).  Based on reviews of the top vendors technical specifications, server sizing is primarily dependent on the number of supported users.  Sizing the online course servers correctly can be challenging task and requires an awareness of the following:  (Blackboard, 2004)

· Growth within the learning institution (users and courses)

· Adoption rates (growth within the existing community)

· Archive strategy (removal of data from the system that no longer applies)

· Lease or purchase terms on equipment (hardware is typically turned over every 2 years.

· Concurrency of user community

· Performance expectations

· Availability/Redundancy expectations

Typical user tiers range from small (1,000-5,000 users) to large (50,000+ users), affecting server sizing, backup, security, and connectivity requirements.  Obviously, every school’s implementation is going to differ based on their specific user base and the chosen course management system.


In addition to server sizing, other critical components are the base level operating system, database management systems, web server applications, and any other required system utilities.  Most of the larger commercial CMS’s are written to run on top of either Windows or Unix/Linux or both.  Also, almost all course management systems utilize a background database application and will require the proper DBMS (e.g. Oracle, MySQL, etc.) to integrate with course shell environment.  Finally, the chosen CMS may require specific a specific web server application such as Java SDK, MS IIS, or Apache to provide client connectivity.  These components will vary based on the course management system chosen and the number of servers implemented.


Once the server is operational and the CMS is integrated with the background database and web connectivity has been enabled, clients can connect to allow educators and students to interact with the course environment.  Generally, most CMS will require an Internet connected PC with standard browser software (e.g. Internet Explorer, Mozilla Foxfire, Netscape, etc.)  Browser requirements are typically communicated within the course shell by the support organization, specific to the chosen implementation.  In most cases, educators and students are required to authenticate themselves via a userid and password mechanism to gain access to the application.  


For detailed comparisons of the various course management systems, the Internet has several well-intentioned sources like the Pink Flamingo (see bibliography).  For technical comparisons specific to a CMS hardware and software requirements, utilize the interactive comparison application incorporated into the Wcet Edu-Tool web site via the “Filter by Feature” sub-menu (see bibliography).  

Software Overview

A survey conducted in 2003 by the Campus Computing project found that 80% of universities and colleges in the United States utilize course management systems. (Morgan, 2003) As computing technology improved and networked systems became the norm, institutions and educators began to rely more and more on the media to provide course information in an interactive format to students.  Initially, this activity involved faculty usage of a variety of web-based or bundled tools that were used to supplement traditional delivery methods.  As the Internet, matured, facilitating broad access to email and the World Wide Web, educational usage matured as well, finding adherents among educators to increase interaction and enhance the teaching and learning process.  “Many universities, in an attempt to lessen the burden on faculty, hired webmasters and instructional designers to assist faculty in putting together more dynamic learner-friendly sites. During the mid 1990's, several higher education institutions and commercial (for-profit) companies foresaw the need for more user-friendly approaches to putting course materials on the web and the need for increased availability to learners via the Internet. Simultaneously, these entities began developing systems that would be relatively easy to use, requiring little or no knowledge of programming language (HTML, java), and with the tools necessary to be useful for instruction. Subsequently between 1995 and 1997, several university and commercial CMS applications were launched in the higher education market.” (Harrington, 2004)

Early course management systems were very similar, providing only slight variations in available tools (Katz, 2003). As the technology developed, certain core features were integrated into most course management systems based on educator and institutional input.  Typical core components would include tools supporting interactive chat sessions or discussion boards, grade books, file space for educator and student usage, email communication, online test/quiz/survey generation and delivery tools, and other administrative functions. “While the majority of these tools are seen in the most commonly used CMS today, the robustness, flexibility, and ease of use have generally all been refined. Additionally, a vast array of additional components have been added, including mechanisms for “just in time” delivery and integration to front and back-office administrative computing systems.” (Harrington, 2004)  

Educators and institutions reviewing tools for implementation today have quite a challenge to sift through the various CMS tools available.  Significant research has been done to compare the various course management solutions with each other from a “features” perspective.  In most cases, various colleges and universities perform this research for the purpose of software evaluation for subsequent implementation.  In other cases, interested organizations and individuals have provided an unbiased forum for review of various purchased and open source course management applications.  In both cases, these comparisons can provide a good starting point for CMS evaluation in this feature rich environment.

According to Harrington (2004), “Technology adopters can be split into two broad groups: early adopters and followers. Early adopters are characterized as faculty members who are intrigued by and comfortable with new technologies and want to try new and innovative approaches in their teaching. These technology “geeks” take great pleasure in trying the newest tools. Early adopters may also be driven to improve the level of faculty-student communications. Followers are more apprehensive and cautious individuals, perhaps not so technological literate, who need to wait and see how something works. These individuals will adopt a CMS because of pressure from colleagues and students, the willingness to follow the example of early adopters, or because of administrative pressure.”  Regardless of adoption strategy, the chosen course management system must meet the needs of online course delivery for the institution, the educator, and the student.  
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The Learning Circuits survey graphic (see chart) highlights perceived value of critical features.  As indicated, survey respondents place significant value in a course management systems reporting, compliance tracking, and testing abilities.  Also important is learner-centered focus of a CMS with applications content management and cataloging capabilities. 

One strategy that is often used to evaluate potential CMS applications is the comparison of essential features and benefits across multiple applications.  Essential features and benefits that comprise and are often used for comparison of modern CMS applications include course development functionality, instructor tools and instructional features, student tools, technical support, administrative tools and features, technical specifics, and economic considerations.  (Marshall, 1999)  Course development functionality mostly relates to content generation and authoring specific to course shell manipulation and assessment criteria, application integration with existing technologies such as back end databases or existing student records systems, and providing test environments.  Instructor tools and instructional features may include course-planning functionality, customizing options, automatic grading features, interface enhancements supporting email and other types of communication, and allowing student views of the course shell.  Student tools typically involve interface elements such as email, chat capabilities, quiz/test delivery, access to grades, and authentication.  Technical support tools typically include online and offline help facilities (for administrators, educators, and students), security features, template creation and course duplication, and access to user manuals (either hardcopy or online).  Administrative tools and features involve client-server and communications management tools, backup and recovery tools, security tools, file management tools, and authentication support.  Technical specifics relate to hardware and software requirements as detailed in the previous section.  Finally, economic considerations involve the cost of implementing the solution, including such things as the physical hardware, underlying software, network connection costs, and personnel costs for startup and ongoing maintenance. 

Summary


The primary challenge in implementing online educational functionality involves balancing educational need with specific hardware and software implementations.  As echoed by FutureU (2000) on its comprehensive CMS evaluation web site, “Until recently, most academic administrators sought, above all, to minimize the cost of technology mediation. Now, attitudes are evolving and many administrators are acknowledging that a significant investment in online education can yield valuable long-term benefits that are well worth the cost. As a result, they are beginning to increase support and funding for online learning.  Until recently, most vendors have been promoting their products as a way to lower costs. But this has not proven true in practice. Initial investment requirements can be especially high. The payoff comes not in cost savings but in support for teaching existing courses and higher revenue from increases in the size of learner populations that can be served. Online delivery allows an institution to serve a larger population and to serve its current students better, thus attracting more dollars from both sources.”


Moving forward, continued improvement in educational content delivery will continue to push development of more and more advanced CMS applications (either commercial or open source).  Prioritizing this development based on the understanding that “the ideal learning environment, whether face-to-face or online, would routinely support students first, faculty second, and administration third” (FutureU, 2000) would best serve the online education paradigm.  Based on the overwhelming numbers and types of CMS applications and the specific features and benefits exploited in each, implementers are best served by devising an organized analysis process prior to tool selection and implementation.

Part II:  Technical Support of Learning Activities – The role of technology as a facilitative tool.

Overview

Weeks of rehearsal and preparation preclude opening night of most theatrical productions.  The same is true for the online classroom.  As discussed above, significant activity occurs before implementation with a rigorous selection process.  Once the course management system is chosen, support personnel are tasked with acquiring hardware and software in preparation for the subsequent installation.  As the activity unfolds, the CMS is installed and configured.  Once the integrity of the installation is assured and the application works as expected, educators are allowed access the work of creating the online course shell begins.  Finally, a new semester starts and students login to the online classroom.  

Just as no theatrical performance occurs without the directors, set designers, grips, and costume designers – the online classroom requires the collective efforts of team of support players.  After the stage is set and lights are dimmed, the actors and actresses take their places and the show begins.  The same is true of the online classroom.  All of the prior implementation and configuration activity has one objective – enabling the facilitation of learning via the cyber classroom and interaction between the actors – the educators and students that access the application.

In Pallof and Pratt’s book Building Learning Communities in Cyberspace the questions are posed, “What happens when instructors and their students never meet face to face but are connected only through text on a screen?  How does that change the transmission of knowledge, the nature of the learning process, and the relationships amount the people who are interacting online?”  (1999) These are critical considerations demanding the attentions of institutions, educators, and students alike and result in significant new challenges for effective learning in higher education.  According to Waldvogel (1999), “Computers will listen, see and learn. They will be organized in order to provide the single citizen-learner with extensive surfaces through a single point of contact; and, most importantly, they will evolve in order to let people interact naturally and "user-friendly", with this worldwide digital nervous system.” How these computers are used to facilitate learning in the online classroom is the focus of this section.

How does technology support the institutional interface?


According to Hamilton (2005), “Educational technologies only gain definition, functionality, and value in the framework of the pedagogical models they instantiate, the forms of social relationship they construct, and the educational goals they are applied to achieve. The technology only "works" within that model, those relationships, and those goals, which supply a set of guidelines for what education in general, is.”  Providing this technology, enabling the technical infrastructure, and insuring that the technology meets the needs of educators and students are the role of the institution.


Wulf (1998) states, “Universities are in the information business, and the information railroad is coming...we would be wise to ask whether the particularly quaint way that we manufacture, distribute and deliver that education will survive the arrival of the information railroad.”  The point has merit; the delivery of online education required institutions to reinvent the “bricks and mortar” classroom in virtual space.  Prior to the 1990’s and broad student access to the Internet, the traditional classroom model, though modified occasionally by tele-courses or other blended formats, reigned supreme.  However, “All this changed in the late 1990s, when university administrations realized they faced insoluble budgetary challenges in serving the coming generation of students and meeting the mounting demands from government and industry for a highly educated workforce. In this context, online education was called upon to solve some of the deepest economic, pedagogical, and organizational problems of the university.”  (Hamilton, 2005)  Fortunately, they neither had to go it alone nor invent the technology required to make it happen.  What they did have to do was to provide the administrative, financial, and support capabilities to avoid being crushed by the “information railroad” mentioned above and do it in such a way that they were competitive with other institutions offering similar programs.  Based on proliferation of online programs and their popularity, it would seem that institutional efforts are achieving some success.


As technology providers and enablers, the institution’s fundamental role can be described as facilitating, enabling, and supporting online educational functionality.  From a facilitative perspective, institutional involvement is sometimes necessary to coordinate teams (comprised of support staff, faculty, and, sometimes, students) responsible for course management system selection, program selection for inclusion, ongoing program assessment, target marketing, and program comparisons with other institutions.  From an enabling perspective, the institution’s role involves allocating budgets to support infrastructure, acquiring components (hardware, software, connectivity, etc.) necessary to implement the infrastructure, hiring and managing the support staff needed to accomplish technical objectives, and enabling the integration of various information resources.  Lastly, from a support perspective, institutions need to provide training for administrators and faculty, upgrade and repair the infrastructure as needed to meet ongoing and future demands, evaluate effectiveness of online educational programs to support enhancement and improvement activities, and encourage continued growth of programs to address specific needs of the students and their future employers.
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The Learning Circuits survey graphically depicts the primary challenges (see chart) faced by institutions installing course management systems to support online learning.  As indicated, content integration and customization requirements were selected as critical challenges (deal breakers) to be met and overcome for successful implementation.  Other challenges of merit included employee buy-in (e.g. faculty), systems administration, and systems performance.  Clearly, institutions face a daunting task implementing an e-learning environment that requires directed focus and attention to detail.

As a focal point, Internet research involving the institution’s role in providing technology and oversight for online education returns a number of recommendations proposals which highlight some common themes.  Typically, these recommendations are broken down into strategic and tactical suggestions.  Some of the common threads echoed among the many strategic suggestions include:

· Providing a standing committee responsible for e-learning.  

· “Along with guiding e-learning strategy, the standing committee should provide services such as sharing effective and ineffective practices among faculty and administration, and to encourage local innovation.”…”All efforts should be measured against the objectives of using e-learning to improve teaching and learning.”  (UIOWA.edu, 2004)

· Policy review.

· “..it would not be appropriate to design a technical solution to a problem for which there is no clear policy guidance.  A review is needed to determine which areas have clear policy guidance, and which areas do not have such guidance.”  (UIOWA.edu, 2004)

· Quantitative Data Collection

· “The University [institutions] should conduct qualitative e-learning surveys in a repeatable fashion to support future e-learning decisions, and adopt a process that ensures the credibility of the data…surveys should be administered online and the University should also develop a reliable system for measuring e-learning usage through software tools.” (UIOWA.edu, 2004)

· IT architecture review.

· “The University [institutions] should determine whether the current IT architectural components in place or in the planning stage will address key e-learning needs.” (UIOWA.edu, 2004)

And, from a tactical perspective, the following common themes emerge:

· Consolidate to one centrally supported course management system.

· “The University [institutions] should adopt a single centrally supported CMS with full enterprise integration.”…“Use a rigorous and exhaustive selection process to choose CMS to meet specific institutional needs.”  (UIOWA.edu, 2004)

· Support and training enhancements.

· “It should be apparent from the assessment project that direct support for the people creating and using e-learning systems is a crucial success factor in whether the e-learning is both adopted and leads to improved learning.” (UIOWA.edu, 2004)

· Move toward enterprise integration.

· “As we are moving beyond the early adopter phase of e-learning, back-end integration will become more and more important, and system users will see real benefits.” (UIOWA.edu, 2004)

· Library systems, the registra/registration services, and exam/final grades services should all be integrated.

As important as faculty and student involvement in the online classroom, institutional facilitation, enabling, and support provide the structure that creates the digital space for learning to occur.  We live in a digital age that is quickly requiring a digital intellect and fundamental digital skills.  The online classroom is an answer to the cyber generations need for a digital connection to educational reality.  The digital college, though still an infant, is quickly learning to walk and will play a large role in the future of most colleges and universities.  "We have seen the acknowledgment that technology is changing the entirety of teaching and learning in our institutions, not merely courses and programs delivered at a distance," says Janis Hall, chair of the advisory board of the National University Telecommunications Network. (Lorenzo, 2003)  Those that accept their role as technology providers will embrace that future and work through the technology to provide quality educational experiences to their students.  

How does technology support the educator interface?

Once the institution has made online education technology available, the instructor can begin to craft course content in preparation for student access and learning.  According to Berge (2001), “whether online or not, the use of technology is secondary to well-designed learning goals and objectives. What distinguishes online instruction from entertainment or recreation is the purposefulness of the designers and developers in provoking certain intelligent responses to the learning materials, context, and environment.”  When considering the role of the instructor in the online classroom, the expected instructor/student and student/content interactions need to be the focus of the content developers attention.  Berge states, “In essence, learning involves two types of interaction: interaction with content and interpersonal interaction, (i.e., interaction with other people). Both are critical in many types of learning. I think as an educator designs a course that is to promote higher order learning, such as analysis, synthesis, and evaluation, rather than rote memorization, it becomes important to provide an environment in which both kinds of interaction can occur.” (2001) Existing technology, such as the course management systems discussed previously, provides sufficient levels of functionality to support myriad interactions between today’s online educators and their online students.   “It is a combination of technologies and media that provide an environment rich in various opportunities for interaction that the designer can use, provided the strengths and limitations of each are taken into consideration.” (Berge, 2001)  At the fundamental level, online instructors need to understand their role, accepting "the responsibility of keeping discussions on track, contributing special knowledge and insights, weaving together various discussion threads and course components, and maintaining group harmony" (Rohfeld & Hiemstra, 1995, p. 91). 

According to Berge (2001), “there are many necessary conditions for successful online tutoring, which can be categorized into the following four areas: pedagogical, social, managerial, and technical.” Logically, the online educator is going to have to deal with each of these areas during their interactions with the online classroom.  From a pedagogical perspective, critical concepts will need to be presented, discussed and assessed.  From a social perspective, an educator has a fundamental requirement to create a non-threatening classroom and facilitate interactions between students.  From a managerial perspective, the online educator is going to spend a significant amount of time moderating activities and providing direction.  Finally, from a technical perspective, the online instructor is going to be the first point of contact and the target of technical questions involving site navigation, student interaction, and access.  Each role with brief descriptions follows: (Feenberg, 1986; Gulley, 1968; Kerr, 1986; McCreary, 1990; McMann, 1994; Paulsen, 1995). 

· Pedagogical (intellectual; task) 

“Certainly, some of the most important roles of online discussion moderator/tutor revolves around their duties as an educational facilitator. The moderator uses questions and probes for student responses that focus discussions on critical concepts, principles and skills.”

· Social 
“Creating a friendly, social environment in which learning is promoted is also essential for successful moderating. This suggests "promoting human relationships, developing group cohesiveness, maintaining the group as a unit, and in other ways helping members to work together in a mutual cause," are all critical to success of any conferencing activities.”

· Managerial (organizational; procedural; administrative) 

“This role involves setting the agenda for the conference: the objectives of the discussion, the timetable, procedural rules and decision-making norms. Managing the interactions with strong leadership and direction is considered a sine qua non of successful conferencing.” 

· Technical 

“The facilitator must make participants comfortable with the system and the software that the conference is using. The ultimate technical goal for the instructor is to make the technology transparent. When this is done, the learner may concentrate on the academic task at hand.” 

Berge (2001) also provides a significant listing of action items gathered from a variety of sources related to each of these areas of consideration.   Both novice and experienced online instructors can infer most of these logically yet they deserve consideration.  As you read through the listing below, ask yourself whether these activities are mirrored in the fact to face classroom and whether they require a similar amount of effort. 

Pedagogical Recommendations 

· Have Clear Objectives. Participants must believe their online interaction is time well spent. 

· Maintain as Much Flexibility as You Can. Because of the individuality of the learners, courses need to remain flexible and the instructor needs to support this. Rather than presenting an elaborate seminar agenda at the outset and a complex process for students to fulfill, follow the flow of the conversation, while guiding it toward the subject. 

· Encourage Participation. The use of various learning options can stimulate learner participation and interaction--small group discussion, debates, polling activities, dyadic learning partnership exchanges, and one-on-one message exchanges recognizing students messages are some of the activities to use when encouraging participation. 

· Maintain a Non-authoritarian Style. It is usually better to avoid the "authority figure" role when teaching online, especially with adults. 

· Be Objective. Before generalizing to the conference about a contribution, consider such things as the tone and content of the posting, the author and his/her skills, knowledge and attitudes that you may know about from prior conference postings, and time of the posting in relation to the conference thread. 

· Don't Expect Too Much. Online instructors need to be content if two or three well articulated, major points are communicated in a particular thread of discussion. 

· Don't Rely on Offline Materials. Summarize the assigned readings online so that the discussion in the CC remains mostly self-contained. 

· Promote Private Conversations as well as Those in the CC. Design opportunities for private conversations among two or more people who you suspect have similar interests in the content. 

· Find Unifying Threads. Instructors can weave several strands of conversation into a summarization that may prompt people to pursue the topic further. 

· Use Simple Assignments. Group assignments are appropriate to this media, but an over-complicated design in them is not. 

· Make The Material Relevant. Develop questions and activities for learners that relate to the students' experiences. 

· Required Contributions. In credit courses especially, students can be required to sign on and contribute substantively a certain number of times. With some computer conferencing systems, it is possible and may be appropriate to require a participant to respond to the topic or question under discussion before he/she can access the answers posted by other participants. 

· Present Conflicting Opinions. Instructors can draw attention to opposing perspectives, different directions, or conflicting opinions that could lead to debates and peer critiques. 

· Invite Visiting Experts. Guest experts may join the conference with students to respond to posted contributions, or so students can ask questions of the visitor. 

· Don't Lecture. Experience strongly suggests that a long, elaborate, logically coherent sequence of comments yields silence. Instead, use open-ended remarks, examples, and weaving to elicit comment and other views. 

· Request Responses. The instructor may ask particular learners for comments on a topic or question, then give them time to respond, for instance "by tomorrow." 

Social Recommendations 

· Be Accepting of Lurkers. Recognize that there will be "lurkers" in the conference and they may never participate with comments. Some people learn by listening to others so do no assume learning is not taking place. Both lurkers (or any latecomers to the class) must be acknowledged and welcomed. 

· Guard Against Fear in Your Conference. Fear of public ridicule often stifles participation in CC. Be gently accepting of students' comments and deal with exceptions off the list. 

· Watch the Use of Humor or Sarcasm. It may be wise not to use humor or sarcasm due to different cultural and ethnic backgrounds that may be represented on the CC. Using text-based communications, it is especially difficult to construe intent and tone from on-screen text, unless you know the student's very well. 

· Use Introductions. The facilitator should encourage the participants to introduce themselves, to help build the sense of community. 

· Facilitate Interactivity. A sense of interactive participation is often promoted by using special introductory techniques, dyadic partnering, and some assignments that facilitated informal discussion among learners. 

· Praise and Model the Discussant Behavior You Seek. Reinforcing and modeling good discussant behaviors, such as by saying, "Thank You" to students who respond effectively online, can be helpful to encourage courtesy and interaction.. 

· Do Not Ignore Bad Discussant Behavior. Request change (privately) in poor discussant behaviors and have a written "netiquette" statement to refer to.. 

· Expect That Flames May Occur. Participants may breach etiquette and respond with harsh or vulgar language. If this problem should occur, the tutor needs to react and remind people (privately) about computer etiquette. 

Managerial Recommendations 

· Informality. Depending upon the instructional objectives of the course, the instructor may decide that informality should be encouraged. One way to stress the informality of this communications medium is to let people know that perfect grammar and typing are much less important than making their meaning clear. It's simple to edit items that will become part of the group's report later. 

· Distribute a List of Participants. Distribute, or make available to all subscribers to the conference, a list of participants so that private messages can be addressed to individuals and not to the list. 

· Be Responsive. Respond quickly to each contribution. One way of doing this is by posting a personal message to the contributor or by referring to the author's comments in a post to the conference. In some conferences, it is not advisable to respond to each individual contribution, but better to respond to several at once by weaving them together. Experience with your content and students will need to guide the instructor--test different ways to see what works most effectively. 

· Providing for Administrative Responsibilities. Coordinating and providing information about activities for such things as registration, admissions, student counseling, normal bookstore activities and many other administrative functions often are questions which are unanticipated by the novice online instructor. 

· Be Patient. Messages sometimes are not acknowledged or responded to for days or weeks by conference participants. Contrast the last recommendation concerning responsiveness with this one: Be prepared to wait several days for comments and responses, and don't rush in to fill every silence with moderator contributions. 

· Request Comments on Metacommunications. Request metacommunications by inviting participants to tell how they feel about the course within the conference. 

· Synchronize and Resynchronize. As much as possible, ensure that all students begin in unison and in an organized fashion. Also, periodically design ways so that students can "restart" together. 

· Be Mindful of the Proportion of Instructor Contribution to the Conference. As a rule, instructors or moderators should generally contribute between one-quarter to one-half of the online material. 

· Procedural Leadership. The online tutor should initiate procedures and stifle frustrating procedural discussions. Change what isn't working, but don't allow the conference to be taken over by discussion of failed procedure rather than content or more useful discussion. 

· Use Private Email for Prompting as is Appropriate for Discussion . Using private messages the facilitator can urge participants to join in the discussion, to initiate debates, and to solicit suggestions. 

· Be Clear. Succinctly and clearly state the conference topic and the expectations for students within the conference. Clarify the topic and expectations throughout the conference proceedings. 

· Don't Overload. The instructor should pace the conference so that the equivalent of about one long post per day is made. If the participants have a lot to contribute, the moderator should contribute less so that the slower students can keep up. 

· Change Misplaced Subject Headings. Immediately change the subject line on a contribution posted under a wrong discussion heading to the more appropriate one. 

· Handle Tangents Appropriately. Return inappropriate digressions to the author or guide the participates back to the original topic. 

· Vary Participants' Amount of Contribution. If there is a participant who appears overly outspoken, ask that person (privately) to wait a few responses before contributing. Similarly, ask less outspoken individuals to participate more actively. 

· Student Leaders. It is perfectly reasonable to design elements of most online instruction so that students could take turns as assistant moderators and lead the discussion. This needs to be determined by the content of the class, and the skill, knowledge and attitude of the students. But again, one instructor does not necessarily need to solely execute all these roles and tasks. 

· Preparation Time. Instructors find that planning, developing and distributing course materials needs a substantially greater lead-time for preparation than may be anticipated at first. 

· End the Sessions. Decisively end to each discussion thread and the conference. Conclude discussions so that they don't drag on after they have served their purpose. 

· Have experienced instructors. Avoid having a first-time instructor also teach online the first time. 

Technical Recommendations 

· Use Technical Support. Using face-to-face tutorials sessions for novice computer conference participants is recommended, but not always possible. If it is possible, it may be useful to have technical support people available at these sessions, and available to answer emailed or telephoned inquiries. Before the conference begins, the instructor should know who is available for technical support that is needed beyond his/her skills level. 

· Provide Feedback. Provide swift feedback, especially to technical problems. 

· Develop a Study Guide. A common reader, study guide or workbook that addresses both the content and any common technical concerns is important. These could serve as the basis for discussion, provide introductory information, description of course activities, resources materials, and other information about the course components or procedures. 

· Provide Time to Learn. Learners need support as they learn and use new software features. Provide adequate time for novice users to be comfortable with the technology before they must participate. 

· New Methods of Indicating Feedback. One needs to develop standards for online feedback to students' work, such as how corrections or notes to the author can be accomplished working online versus hardcopy. 

· Promote Peer learning. Encourage novice email or e-conference users to work with more experienced peers. 

· Avoid Lecturing. Single contributions should be limited to no more than two screens. Longer postings are hard to read on screen, become tedious, and impede discussion. If lecture is in order, it is better to send the lecture separately as a reading, either electronically to be downloaded, or by mail. 

· Giving Direction. It is important to not give too much direction. Learners will often rebel if the structural design of the conference is excessive. 

The intent here was not to fill pages with a meaningless laundry list of recommendations; however each of these items are important within their context and reinforces the fact that conducting an online course requires a considerable effort and significant amount of the instructor’s time.  Each of the items listed can be directly associated with sub-tasks that will end up on the online educator’s  “to do” list.  Paloff states, “When teaching and learning leave the classroom, it is up to the instructor to create a container within which the course proceeds by posting goals, objectives, and expected outcomes for the course, initial guidelines for participation, thoughts and questions to kick off discussions, and assignments to be completed collaboratively.” (2001, p. 17)   

Quite often, online teaching is perceived as requiring less effort than traditional classroom teaching.  When considered in the light of all the additional work, reality and the current body of research indicates otherwise.  From a roles perspective, the instructor moves from a very active role in the traditional classroom to a role of facilitation in the online classroom.  According to Palloff, “Faculty must be able to relinquish their role of power within and over the educational process in order to allow the learners to take on their process management role.” And, “the ability, then, to remain flexible and open, and to relinquish control are characteristics that make not only for successful instructors in this medium but for successful learners as well.  We must all maintain an attitude of being in this together and a willingness to adapt and adjust as we move along in the process.” (2001, pp.85-86)  Key to this adaptable mindset is the instructor’s ability to interface with existing technology and allow the technology to facilitate content delivery.  From the instructors perspective, the role of technology in the online classroom is to be pedagogically malleable, shortening the distance between instructor and student in distant 

learning.

How does technology support the student interface?


According to Pratt and Palloff (2005), “Online learning, in its best form, is learner centered and learner focused.”  Once the online classroom infrastructure is made available by the institution and once the instructor loads the course content, the student becomes the driver of the ship.  Pratt and Palloff continue,” The creation of the learning community can begin with a set of participation expectations to which students can respond and with latitude for negotiation.  However, once the basis for participation is established, the students must take the reigns with gentle nudging from the instructor to do so, working with one another to negotiate the ways in which they will interact on an ongoing basis.”  Independent participation by the students based on expectations is the key to online success.


One of the primary differences between the online classroom and normal face-to-face classes is that the students have a high level of control over their learning.  (Beaudoin, 1991; Eastmond, 1992; Harasim, 1990)  “First, they decide when and for how long they will "go to class" each week. Then, because they share responsibility for the direction and quality of any group discussion, they can introduce ideas or emphasize the issues that interest them. If they want to confer privately with the instructor, they can interact directly without having to play "telephone tag" or catch the person after class. It may increase the "interaction" load for some instructors, but both students and instructors can deal with issues at their convenience and still have timely communication. Thus, the electronic classroom encourages students to take responsibility for their learning, both by the philosophy underlying computer discussion and by the tools it provides. Because helping learners take increasing control over personal learning is a goal for most educational endeavors, computer-mediated conferencing can be supportive of such fundamental educational values.” (Rohfeld  & Hiemstra, 1995)


When considering the type of activities that require a students attention in the online classroom, Bowman states, “The student's responsibilities include reading the assigned information (text and online), conducting further research as required, posting relevant and meaningful answers in the discussions, reflecting on classmates' answers, further exploration of issues related to classmates' responses, and contributing to the discussions by commenting, questioning, reflecting and evaluating the responses.” (2006) Consistently echoed in current research, “students in online classes must learn to be independent and active learners; there will be no one to "spoon-feed" the information. The course content and readings are made available and it is the student's responsibility to read the information so that meaningful discussion contributions can be posted.” (Bowman, 2006)  


Obviously, to fully interact with the online classroom requires at least a rudimentary grasp of basic computing skills.  From a student’s perspective, technologies role in the online classroom is to support interaction without creating complexity.  As discussed in the prior section of this paper, the online classroom is an orchestrated facilitation of education, enabled by computer hardware, software, and networking technology.  The type of online interactions require written communication skills and a minimum level of technological experience is necessary.   Most traditional students, those in the 18-24 range, have had access to computers either through prior schooling, work, or home.  They are comfortable with the ‘mouse-click’ mentality that supports efficient and effective navigation to the online classroom and between various online activities.  For non-traditional students, the computer interface can present some challenges that must be overcome.  In either case, existing technology, properly exploited, supports student learning if the student uses interface skills.  


In addition to technical skills, the online students require a mature perspective on learning and a willingness to be an active learner.  An online student must assume an active role in the virtual classroom and understand the important characteristics necessary to succeed. “In a collaborative learning environment highly dependent on written dialog and high synergy, students are able to shape the learning objectives by contributing information related to the course content that is directly applicable to their own academic and/or professional goals.” (GSCG, 2006)  Attitude, skills and commitment determine whether the student will be a good candidate for the online experience. According to Palloff and Pratt (2005), “The student must be mature, open-minded, self-motivated, accepting of critical thinking, willing to work collaboratively, and trusting of the online experience.” Finally, the student must commit the time necessary (four to six hours per week) to stay current, and he/she must have access to the necessary equipment.


A web search of online programs reveals a consistent list of desirable qualities for the online learner.  Some of these include:  (GSCG, 2006)

· Take full advantage of online conferencing.
Whatever you can do to avoid feeling isolated is extremely important, and participating in online conferences will give you access to other students who are taking the same course as you at the same time.

· Participate!
Whether you are working alone, or in a group, contribute your ideas, perspective and comments on the subject you are studying, and read about those of your classmates. Your instructor is not the only source of information in your course - you can gain great insight from your peers and they can learn from you as well.

· Take the program and yourself seriously.
Elicit the support of your colleagues, family and friends before you start out on your online adventure. This built-in support system will help you tremendously since there will be times when you will have to sit at your computer for hours at a stretch in the evenings and on weekends. When most people are through with work and want to relax is most likely when you will be bearing down on your course work. It helps to surround yourself with people who understand and respect what you are trying to do.

· Make sure you have a private space where you can study.
This will help lend importance to what you are doing as well. Your own space where you can shut the door, leave papers everywhere, and work in peace is necessary. If you try to share study space with the dining room or bedroom, food or sleep will take priority over studying.

· Become a true advocate of distance learning.
Discuss the merits of the process with whoever will listen. In order to be successful in this new educational environment, you must truly believe in its potential to provide quality education that is equal to, if not better than the traditional face-to-face environment. In discussing the value of online learning, you will reinforce its merits for yourself.

· Log on to your course every single day or a minimum of 5-6 days a week.
Once you get into the online conferencing system, you will be eager to see who has commented on your postings and read the feedback of your instructor and peers. You will also be curious to see who has posted something new that you can comment on. If you let too many days go by without logging on to your course discussion group, you will get behind and find it very difficult to catch up.

· Take advantage of your anonymity.
One of the biggest advantages of the online format is that you can pursue your studies without the judgments typical in a traditional classroom. Unless you are using video conferencing, no one can see you there are no stereotypes, and you don't have to be affected by raised eyebrows, rolled eyeballs, other students stealing your thunder, or people making other non verbal reactions to your contributions. You don't have to feel intimidated or upstaged by students who can speak faster than you because you can take all of the time you need to think your ideas through and compose a response before posting your comments to your class.

· Be polite and respectful.
Just because you are anonymous, doesn’t mean you should let yourself go. Remember, you are dealing with real people on the other end of your modem. Being polite and respectful is not only common sense; it is absolutely obligatory for a productive and supportive online environment. In a positive online environment, you will feel valued by your instructor, valued by your classmates and your own work will have greater value as well.

· Speak up if you are having problems.
Remember that your professor cannot see you, so you must be absolutely explicit with your comments and requests. If you are having technical difficulties, or problems understanding something about the course, you MUST speak up otherwise there is no way that anyone will know that something is wrong.  Also, if you don't understand something, chances are several people have the same question. If another student is able to help you, he/she probably will, and if you are able to explain something to your classmates in need, you will not only help them out, you will reinforce your own knowledge about the subject.

· Apply what you learn.
Apply everything you learn as you learn it and you will remember it more readily. If it is possible, take the things you learn in your online course today and use them in your workplace tomorrow.  Also, try to make connections between what you are learning and what you do or will do in your job. Contributing advice or ideas about the real world as it applies to the subject matter you are studying helps you to internalize what you are learning, and gives valuable insight to your classmates who will benefit from your experience. 
As the list indicates, the student bears a considerable responsibility when pursuing an education online.  Key to the student’s success is participation, communication, and dedication to the program and to helping each other.  The student’s role is active, they can no longer hide in the back of the room, and they must participate.  As the learning environment becomes more technology rich, teachers can take advantage of a technically savvy student population. Given this, tomorrow's students may learn in ways truly considered remarkable by today’s standards and develop qualities of increased independence and self-reliance.  Twigg (1994) considers one of the explicit goals of the design of a technology rich learning environment “to be that students will learn more independently, using materials that meet their own individual learning needs, abilities, preferences, and interests, and spend more time in small discussion groups or working on collaborative projects with their peers.” 

How does technology support active learning?


Meyers and Jones (1993) define active learning as learning environments that allow “students to talk and listen, read, write, and reflect as they approach course content through problem-solving exercises, informal small groups, simulations, case studies, role playing, and other activities -- all of which require students to apply what they are learning.” Active learning is about student engagement in learning activities that encourages them to think about and comment on the information presented.  Instead of listening for the purpose of memorization, the students develop skills in handling concepts.  Active learning involves analyzing, synthesizing, and evaluating information by interacting with other students, by asking questions, or through other means of communication. In short, students will be engaged in activities that force them to reflect upon ideas and upon how they are using those ideas. The ways of involving students in learning activities are as varied as the disciplines that use these techniques and the online classroom provides fertile technology for incorporation of educational theory in practice.


Active learning and the online classroom go together like “peas and carrots.” (Gump, 2000)  The traditional “sage on a stage” educational model falls well short in the online classroom.  Students have neither the patience nor the inclination to endure what they would be forced to endure in the traditional classroom because of the instructor’s presence.  The Internet that supports online education is about connections – networking people and information.  “To take full advantage of information technology, we need to exploit not just its potential for presenting information but its potential for connecting people to people. Positioned somewhere between writing and speech, electronic writing can allow students to create provisional texts which are fluid and malleable. They can trade them, comment on them, embed parts of one text in another, and most important, talk about them without having to accomplish the almost impossible task of getting conflicting schedules to jibe.” (Brent, 1996)


Interactivity is an important element of active learning.  Fortunately for the learners and instructors, the online classroom and its delivery technology support several forms of interactive active learning opportunities.  Some of these involve intentional collaboration, threaded discussions, audio discussion, webcasting, storytelling (blogging), interactive surveys, games and simulations, and webquests, among others.

One of the most significant differences between traditional classrooms and the online classroom is that when learning goes online students can not only have access to course materials and content but also each other.  Predictably, typical approaches that involve presentation viewing and some assessment activity results in a self-study online experience that can be seen as impersonal and isolating. Why not facilitate collaborative activities that encourage interaction?  “Its far more exciting to pedagogically bring students together online by creating collaborative peer-to-peer cohorts, encouraging interaction. One of the things learners like most is learning from each other.” (Stacy, 2003)  Collaboration based active learning provides opportunities for students to learn not just from course materials and an instructor but from each other too; sharing expertise, support, and help. As discussed previously, some of the key tools that facilitate this functionality include email, instant text messaging, list servs, synchronous online meeting rooms, and discussion forums. 

Most of today’s students are comfortable with the mechanics involved with threaded discussion participation.  In addition, because the interaction is asynchronous, participants have the opportunity to think about and craft responses without being pressured, as would be the case in a traditional classroom discussion.  Students that normally shy away from speaking out loud in class can freely participate because of the anonymity provided by the online classroom.  As an active learning tool, “Pedagogical use of discussion involves structuring learning activities that require students to discuss and collaboratively investigate course material.  In a lecture or presentation the number of students who actively participate is small - typically restricted to a few keeners who put up their hand with a question or comment. In an online threaded discussion, participation can be structured to include everyone, jacking participation levels way up and creating a much more active experience for everyone.” (Stacy, 2003)   Generally, the instructor needs to generate questions and facilitate the exchange, mitigating issues as they occur.  Also important, instructors must consider the amount of time discussion activities require.  “If students are required to complete other assignments while participating in several in-depth threaded discussions, student time management becomes a significant issue. Students may not be able to spend adequate time on an assigned paper nor develop a threaded discussion to its fullest potential. Determining how critical the threaded discussion is to the achievement of the learning objective(s) is a crucial step in the construction process.” (Edelstein, 2002)

Less prevalent than text-based discussion, audio discussion is also supported in the online classroom.  Current technology provides a feature rich environment for facilitating digital transmission, storage, and retrieval of sound.  “An interesting derivative of text based discussion is voice based discussion. Online voice board technology provides the opportunity to make a posting in a discussion forum using audio recording instead of text. Voice based discussion, like text based discussion, is asynchronous - you listen to others postings and make your own posting without being "live". Pedagogically its use can be structured in the same way as text based discussion.” (Stacy, 2003)  Obvious benefits include the personalization of the interface, allowing both instructors and students the ability to communicate and augment the written word with the spoken word.  How often is the meaning of something enhanced simply by the way the speaker presents the idea?  Users are able to communicate the emotional element that is often missing from text-based discussions, helping to make a point or simply communicate a smile.  From a technical perspective, required hardware includes a microphone and speakers.  Current technology, similar to voice mail messaging, supports the ability to overlay recordings until a user is happy with the recorded message.  “Voice based discussion provides an opportunity to get a sense of the personality of the speaker and readily conveys emotion, humor and other subtle nuances. Even more exciting is the ability to enrich the audio recording with other sounds including music and environmental noises to embellish or make a point.”  (Stacy, 2003)


An obvious extension of audio capabilities in the online classroom is augmentation of learning activities with video.  Current technology supports either static or dynamic delivery of video content to the online learners desktop.  From a static perspective, users download and view lectures or presentations or participate in webcasts where content is streamed to online video players.  “In some ways webcasts have much in common with traditional lectures and presentations. Webcasts are typically "live" with students attending a session featuring one or more key speakers in real time.” (Stacy, 2003)  Nowadays, webcast participants can also interact with teachers, effectively engaging the students and recapturing active learning activities reserved for traditional classrooms.  Dynamic interaction is supported by usage of web cams, where users conference with each other, incorporating both audio and video.  Other features supported by enhanced audio and video capabilities include: (Stacy, 2003)

· shared whiteboards

· synchronized web browsing

· text messaging/chat

· application viewing/sharing

· content windows

· discussion boards

· polling

· hand raising, yes/no buttons

Essentially, the technology supports traditional classroom interactions without traditional proximity.  And, since these video lectures and interactive sessions are digital, they can be archived, allowing instructors and students the ability to replay at convenient times or to increase understanding via repetition.

Another mechanism that promotes active learning and is becoming part of modern culture and an experience within the digital classroom is the concept of blogging (web speak for web logging).  An extension of the journaling activities often used to get students to record their thoughts and ideas; blogging provides a vehicle for personalizing the online classroom.  According to Stacy (2003), “Blogs make online self-publishing easy and accessible to all. Typically written informally as a form of daily journal, blogs combine web links, commentary, musings, and analysis. Blogs convey the authors personality and are frequently used to capture what I think of as "learning moments" - the daily a-ha's we all have. Blogs are raw, powerful and personal. They frequently provide analysis or commentary on world or web events not provided by mainstream media.”  Current technology supports blog aggregation and delivery of content from other blogs automatically streamed to an interface or classroom webpage, allowing instructors and students to graft multiple perspectives into online topical montages.

Traditional classroom pedagogy involves questioning students to generate discussions, create interaction opportunities, and assess whether concepts are being grasped or require additional explanations.  “Questioning is an essential pedagogical practice that dates back for thousands of years - think Socratic method. Online polling tools provide great opportunities to question, canvass and survey student opinions and positions on a whole variety of issues.” (Stacy, 2003)  Online educational technology provides several mechanisms supporting student polling.  In the face-to-face classroom, students in encouraged to ask questions, especially if the pace of the material is overwhelming or if the instructor is covering a topic that needs further clarification.  Most of the time, a student raises their hand and waits to be acknowledged by the instructor.  How is this possible in the online classroom?  Technology , such as Silicon Chalk, “uses student polling to give an instructor real-time feedback on things like whether students are comprehending the material and whether the pace of instruction is too fast or too slow.” (Stacy, 2003)  Other mechanisms would include FAQ discussion boards, instant messaging, and formal surveys delivered online.

Modern day students are being raised in digitally enhanced, video gaming culture.  Every Christmas game systems are introduced pushing the envelope of what is possible, creating virtual interactive environments that become more and more immersive in nature.  Predictably, gaming and simulation interactions are also being utilized in the online classroom.  Stacy (2003) asserts, “As today's youth increasingly get their education through online learning, their expectations as to what constitutes an engaging and interesting online experience are bound to be influenced by their experiences with online games and simulations.”  Gaming and simulations provide significant opportunities to build interactivity into the online classroom.  Game designed for use in the online classroom can support either individual (where the player typically interacts with the computer) or group activities (where the players typically interact with other classmates.  Design considerations involve stimulating student’s interest, imitating life situation or skills, challenging the learner, and promoting creativity.  All of these are valid interaction opportunities to support active learning.  On the downside, negative aspects of gaming might also include the potential for cultural biases and the potential for the game to become all-consuming, resulting in a misplaced focus, changes in behavior, and/or changes in relationships (Ruben,1999). “Because gaming can also have these negative aspects, teachers need to ensure that the games they use are geared to their instructional objectives and teach the material or skills they want to teach.”  (Gunderson, 2004)   Finally, crafting games and simulations for use in the online classroom may require substantial investments of an instructors time to create activities and technical skills to interact with development applications.

Of the many active learning opportunities available within the online classroom, webquests (using only web resources) are made possible by the interconnectivity between the online classroom and the infrastructure supporting the World Wide Web.  “A webquest is an inquiry-oriented activity in which most or all of the information used by learners is drawn from the Web. Webquests are designed to use learners' time well, to focus on using information rather than looking for it, and to support learners' thinking at the levels of analysis, synthesis and evaluation.”  (Dodge, 1997)  Webquests were developed by San Diego State University professor Bernie Dodge in 1995 and have gained popularity as usage of the Internet for online coursework matured.  “A typical webquest defines an activity for a group of learners to explore whereby each student takes on a different perspective. The group is required to follow a process, document their findings, and prepare a report.” (Stacy, 2003)  Obviously, webquest activities can be done individually or by groups, providing opportunities for transformational and collaborative learning.  Webquests are also aligned with short-term goals of knowledge acquisition and integration or long-term goals involving extending and refining knowledge. (Dodge, 1997)

Active learning opportunities, engagements, and interactions abound in the online classroom.  To capitalize on a digital generations need for a cyber fix, educators can create learning activities that result in deep, retained understandings of concepts via active learning interactions.  As Stacy (2003) suggests, “Applying what we know about "how people learn" is critical to ensuring the creation of engaging learning experiences. As the e-learning market evolves, consumers (students, learners) can be expected to become more insistent that their learning experiences be active.”

How does technology support collaborative learning?


According to Gokhale (1995), “The term "collaborative learning" refers to an instruction method in which students at various performance levels work together in small groups toward a common goal. The students are responsible for one another's learning as well as their own. Thus, the success of one student helps other students to be successful.”  In traditional classrooms, collaboration is typically associated with group projects (either small or [image: image5.png]


large) where student’s work together to create course work.  Whether assigned to groups or allowed to form groups of their choosing, students engage each other and the work to be accomplished, jointly creating a result that becomes representative of the efforts of the collaboration.  The online classroom involves a different dynamic, supporting collaboration via digital interfaces.  “Today the predominant paradigm in higher education is still the lecture/tutorial model, where most of the learning takes place face-to-face, and, to use Moore's terminology, via learner-content or learner-instructor interaction. It seems likely that this paradigm is on the verge of being overthrown, and that in the near future, much learning will take place collaboratively online, with the majority of the interaction being learner-learner oriented.”  (CQU, 2006)


When looking at how technology supports collaborative learning, one of the major considerations would involve the capability to enable communication between students.  In traditional classrooms, students involved in collaborative activities generally would rely on face-to-face communication to convey the ideas and formulate the strategies that would move their projects forward.  In the online classroom, this communications capability is supported in a number of ways.  Significant technical improvements, specifically involving networking technology, have joined forces to create a communications Mecca where students can use email, chat sessions, instant messaging, and discussion boards, among others, to collaborate on course work via the Internet or on proprietary intranets.  In addition, they can even achieve pseudo-face-to-face interaction via the use of web cams and software that supports video conferencing.  “Technology can also provide an electronic record of team activity or support other group processes such as brainstorming, consensus-building, wiring and editing, document versioning, etc.” (Gasen, n.d.)


There are several contributors to the technological mediation of collaborative learning in the online classroom.  As discussed, many of these involve communication.  Others support the capturing of collaborative efforts in electronic records.  Still others provide feedback mechanisms that can be used by teachers to encourage students and evaluate learning.  Some of the contributors include:

· Use of Electronic Mail (Email)

· Computer Conferencing (Discussion Boards, Chat Sessions, Instant Messaging)

· Video Conferencing (Web Cams)

· Audio Conferencing (Using microphones and speakers)

· Documentation Storage, Modification, and Retrieval (Course Folders)

· Hypertextual Elements (links to resources)

· Groupware Applications (supporting group interactions)

· Whiteboarding (Real-time writing visible to all users)


On another level, just as relevant as student-to-student collaboration, online learners can become collaborators with the computer itself.  About twenty years ago, a truly future looking researcher by the name of Liam Bannon (1989) postulated, “The computer can help students to communicate and collaborate on joint activities, providing assistance in the coordination process. This mediation role of the technology emphasizes the possibilities of using the computer not simply as an individual tool but as a medium through which individuals and groups can collaborate with others. In such studies the computer acts as a support and resource for the collaborating students.”  Bannon perceived a relationship where the computer assists collaboration between students.  Nowadays, that collaboration support also extends to creating relationships between the computers and the students.  Basically the computer becomes a co-collaborator.  From a research perspective, students now have access to “research bots” (little computer programs designed to do very specific functions) that utilize artificial intelligence to explore the Internet and return information specific to the desired research.  Another example relates to the usage of interactive AI personalities that are capable of communicating with students, providing collaboration assistance via virtual personalities.  At this time, these interfaces are still developing and provide only rudimentary assistance.  However, future generations can expect the level of AI “intelligence” to increase and become more human-like in their interactions.  Indeed, the day may come when the online teachers find themselves teaching virtual constructs, as well as, flesh and blood students.


The role of technology in supporting collaboration in the online classroom is key to the growth of online education.  Prior to the current incarnation of the Internet, computers were used for student interactions.  However, these were static implementations of technology, only providing computational assistance.  Like the Gods conveying blessings on the flock, student’s ability to collaborate in the online classroom came about because of networked computers extending the reach of technology.  “With the advent of computer technology, and more recently the wide accessibility of communication technology, the collaborative learning concept is undergoing reformulation as new ideas and models of technology-based collaboration are implemented.  New technology-based models imply an expansion and even a transformation of the variables, components and processes characterizing collaborative learning events.”  (Nachmias, 2000)  

When considering technology and its role in the online classroom, certain functional differences exist and create challenges that are handled differently in the face-to-face classroom.  “Examples of issues affected by the use of the technology are: the setting of the activity (e.g., asynchronous, anytime/anywhere and non face-to-face interactions); the dynamics of the interactions (e.g., support of dynamic definition of ad-hoc roles and functions within the group; support of members' equal opportunity to participate and contribute); the configuration of the group (e.g., allowing the occasional participation of additional partners, such as experts or other groups' members, according to emerging needs); or the variety of communication means used for interacting (e.g., mail, chat, video-conferencing, online collaborative-work support tools).  Correspondingly, the repertoire of technology-based models and tools is rapidly growing.” (Nachmias, 2000)  This growth is a direct reflection of the acceptance of the technology by the educational community and the recognition that collaborative efforts seem to provide the best learning experiences for students.

However, wisdom demands recognition that technology does not provide all of the answers for questions involving collaborative learning.  Bannon cautions, “While there are undoubtedly many and varied ways in which the computer can be used to enhance collaborative learning practices, and an ever-growing arsenal of computer tools that we can exploit in creative ways for CSCL (Computer Supported Collaborative Learning), we should also be aware that this very plethora of tools can create problems. It is important to realize that our goal is to improve the conditions for learning through the use of technology.  We must remember that social, organizational and political processes will always be involved in the adoption or rejection of particular technologies, both at the institutional level, and within the classroom - by teachers and students.” (1989)  Bannon’s ideas reflect an understanding that technology plays a supporting role when viewed against educational activities that are often subject to social, organizational, and political pressures.  

Technologies role in supporting collaborative activities in the online classroom is best described as facilitating student-to-student and student-to-resource interaction.  This interaction is often viewed as communication between groups or individuals and also includes creation, manipulation, and storage of course work.  Research indicates that online collaboration is a desired condition for learning in cyberspace and students generally view this interaction favorably when compared to traditional classroom activities.  Collaborative learning in the online classroom involves and will continue to extend the use of technology, hopefully creating meaningful interactions that will result in deep learning.  As much as technology enables interactivity, users are still subject to outside influences affecting social, organization, and political relationships.
How does technology support transformative learning?

As children in elementary school, most people experienced the thrill of watching a caterpillar go through a metamorphic change, transforming into a moth or a butterfly.  Consistent with this change was the understanding that something had to be let go; in this case the creatures worm form, to become something completely different.  For most students, this change was as surprising as it was thrilling.  Transformative learning engenders change echoing similar characteristics.  

Defining transformative learning seems to be a moving target.  However, its ambiguity can be bounded and understood by understanding the nature of transformation. “Transformative means a substantial, possibly dramatic change, in a person's approach, or self-knowledge, or understanding.  Potentials for change are accessed through cognitive constructive, perceptual embodied, life-world phenomenal, experience and learning. In much simpler terms, this is learning evoked by thinking, embodying, and, comprehending connectedness inside one's self and 'out there' between one's self and the world.”  (LPL, n.d.)  It implies an active process, reminiscent of metamorphic transition that reshapes and redefines perception.  According to World Trust Educational Services (2006), “Transformative learning is a form of adult education involving experiences that result in a deep, structural shift in thoughts and feelings, which then inform one's actions. This shift in consciousness can be very subtle or quite extraordinary. Often, it alters our way of making meaning and being in the world. Such a deep-seated shift involves our understanding and our relationships with other people, the natural world, and ourselves.”

How does technology support transformative learning?  Two primary considerations would involve the imposition of interface and delivery of content that facilitates transformational learning.  Consistent with the previously mentioned caterpillar, transformative learning involves internal and external influences.  Internal biological processes driving the caterpillar’s transformation become silicon interfaces requiring interactive changes from traditional student environments.  External influences, such as the seasons and the weather, are mirrored in technology changes that are evolutionary and chaotic, requiring adaptation.

From an interface perspective, “Mezirow (1990) states that perspectives are transformed when learners encounter what he terms “disorienting dilemmas” – dilemmas that cause the learner to critically assess distortions in the areas of the nature and use of knowledge, belief systems related to power and social relationships, and “psychic distortions” – or presuppositions that cause anxiety and inaction.” (Paloff, 1999, p. 131)  For some people, crossing the digital threshold into the online classes creates a “disorienting dilemma.”  The nature of the online classroom requires different activities and levels of interaction than those encountered in traditional classrooms.  Paloff (1999) continues, “This is a new medium in which participants interact differently and in which students are expect to engage with material, each other, and the instructor in a completely different way.”  The medium itself becomes a transformational contributor to the student’s subsequent learning transformation.

The transformational learning process is one that moves a participant from student to reflective practitioner via a process that begins with acquiring knowledge.  Online learning technology supports content (knowledge) delivery in a variety of ways.  Some of these techniques involve web casting video or incorporating PowerPoint presentation shows that create interaction opportunities for students.  Another aspect that contributes to a transformative learning experience relies on the networked architecture that is key to online coursework delivery.  Related resources can easily be integrated into seamless educational data streams that contribute to knowledge acquisition.  As this new knowledge is acquired by the student, “they begin to develop new ways of explaining their ideas and the material with which they are interacting.” (Paloff, 1990, p. 131)  Online feedback methods further support the student’s efforts.  

As the student engages in this acquisition of knowledge and the ongoing interactions, a process of self-reflection results – transforming the learner.  “To frame it simply, the results of the transformative learning process are the student’s ability to stay focused on a position or idea or to achieve a shift in paradigm, thereby adopting a new view of the same idea.” (Payloff, 1990, p. 133)  Online technology supports this shift by changing the traditional connection between student and coursework.  Similar to old trick of making mirrors mirror each other; the resulting image is multiplied to infinity.  In this case, the student uses technology to learn about technology; mirroring the learning into what is learned.  Those who are developing technology-based instruction for adult learners need to create opportunities for what Jack Mezirow calls “reflective learning.” (1991)  “Reflective learning activities can assist students in examining their biases and habits and move them toward a new understanding of information presented. Using web-based or other technologies to have students reflect on learning activities
or to put themselves in a different character in a case study or scenario may cause adults to reevaluate already learned information or patterns.” (Fidishun, n.d.)
How does technology support the building of learning communities?

 

It would seem that most research papers involving online educational technology always shed some light on learning community’s contribution to online education.  Traditional classrooms are ripe environments for student socialization and interaction.  Educators spend significant time addressing the issue of building “community” in their classrooms to facilitate and contribute to learning.  According to Stacy (2003), “online communities represent a fantastic opportunity to generate active learning in a truly constructivist fashion. Furthermore they uniquely provide opportunity for the socio-cultural development of the collective knowledge of a community as contrasted with the individual's development of knowledge.”  The online classroom, with all of its specific nuances, is still a classroom.  What changes are the way the medium is used.  Paloff (1999) asserts, “Even in this virtual or electronic community, educators must realize that the way the medium is used depends largely on human needs, meaning the needs of both faculty and students, and that these needs are the prime reason that electronic communities are formed.” (p. 23)  The implication is that, regardless of the interface – whether virtual or not, dialogue is going to happen.

Online educational technology is designed to contribute to this idea of building learning communities.  Discussed in previous sections, interactive mechanisms such as threaded discussions, instant messaging capabilities (chat sessions), and audio or video conferencing all provide the means to give the online users (instructors and students) voice.  Other mechanisms support additional aspects of human interaction in the virtual classroom and across cyber space.  Online critics often point at the lack of ability to convey feelings online.  However, people adapt and are quickly establishing conventions, supported by technology, that permit emotional responses.  Consider all of those obnoxious emoticons, people are putting ‘faces’ with feelings, overcoming the lack of face-to-face contact experienced in chat rooms and in the online classroom.  Consider the use of ALL CAPS when strong feelings need to be expressed.  Once again, adaptation and technology support user need.  From the perspective of building learning communities, “conflict contributes not only to group cohesion but to the quality of the learning outcome.” (Paloff, 1999, p. 28)  The communications technology works to facilitate communications in a way that does not hinder interactions and supports the creation of community.

On another level, instructors and students alike interact in the online classroom creating what has been termed the electronic personality. (Pratt, 1996)  This personality is who we become when we are online. According to Paloff (1999), “for this electronic personality to exist, certain elements must manifest themselves.”  Among these elements is the “ability to create a mental picture of the partner in the communication process” and “the ability to create a sense of presence online through the personalization of communications.” (Pratt, 1996, pp. 119-120)  Technology supporting this need includes the use of Avatars, graphic representations of self, by students and instructors to personalize the online classroom.  According to Bayne (2004), “Thought processes and embodied practices are enmeshed through the mediation of artefacts - objects and symbols (including language) - through which we extend ourselves in the world and which, in turn, re-form our bodily movements and perceptions.” Avatars, supported by online technology, are used as these objects and symbols to give virtual form to the electronic personality and allow people to associate images with others they are communicating with online.

It is clear that the growth of the Internet and its popularity are having a significant impact on the ways people interact, as well as the ways they define and redefine notions of community.  Paloff (1999) contends, “Our relationships are far more complex due to our increasing network of associates and enhanced by postmodern technological developments.  Our communities and neighborhoods are now virtual as well as actual, global as well as local.  Our technology has helped to create a new form of social interdependence enabling new communities to form wherever communication links can be made.” (p. 25) The online classroom is a logical outgrowth of the technology supporting this connectivity.  Elearning’s creation became assured and its need manifest as virtual communities formed unconstrained by geographical boundaries. 

Another aspect of community involves the sharing of responsibility.  Traditional classrooms typically are designed around the authority of the instructor and the instructor’s autonomous creation of course content.  Stacy (2003) asks, “what if part of the responsibility for creating the content of a course was turned over to the students themselves? What if pre-delivery development effort went into not content creation but designing activities that engage students in content construction?”  In some online classrooms, questions such as these are being addressed in practice by using the available technology as a scaffold that supports interaction and allows students to “co-construct” online coursework.  Indeed, the idea of learning “communities” suggests such interactions.

Community building in the online classroom is no different than the processes encountered in small and large communities throughout the world.  The role of technology is to facilitate communication via interactions, mitigate conflict via ease of use, and support creation of personality.   

Summary

As discussed in the previous section, technology used to provide online education is dependent on specific hardware requirements, integration with networking technology, and a properly configured course management system.  All of the prior implementation and configuration activities discussed have one objective – enabling the facilitation of learning via the cyber classroom and facilitating interaction between the educators and students that access the application.  Institutions, educators, and students all play very specific roles involving online educational technology.

Online technology is used to support active, collaborative, and transformational learning via a variety of interactive mechanisms.  Active learning involves analyzing, synthesizing, and evaluating information by interacting with other students, by asking questions, or through other means of communication.  Collaborative learning is generally regarded as students working together to accomplish some task or achieve some goal.  Transformative learning engenders change based on experiencing learning in some paradigm shifting way.  Online technology utilizes several varied content delivery and communications facilitation interfaces to support each of these types of learning individually and collectively.

Finally, the growth and globalization of the Internet has brought into existence different forms of community than those viewed in traditional geographic settings.  The online classroom represents a microcosm of this activity, bringing together diverse people (instructors and students) and challenging them to find ways to be human via a digital interface.  Online technology is supporting this “personalization” of cyberspace via technology that extends human emotional responses and contributes to the building of the electronic personality.

Part III:  Other Considerations (Legal and Security)

Overview 

With the advent of the Internet and the World Wide Web (WWW), distance learning is evolving into the cyber arena and becoming part of the normal student, educator, and schools academic experience.  As this delivery method matures and advances the usage of digital technology, many legal and security considerations come to the forefront affecting how students, educators, and administrators “co-operate” within this environment.  Administrators and educators are quickly realizing that the cyber classroom is fraught with legal peril and online technology creates security issues requiring the focus of school counsel to avoid future costly litigation.  According to Dr. Danley, a twenty-year veteran of online educational administration, “At least one individual on every campus needs to become reasonably versed in these legal policy issues or know where to seek appropriate counsel.” (Danley, 1998)  

Security involving the interaction between educators and students, students with other students, and institutional access to online data streams takes on new meaning when viewed against current hacker activity and legalities involved with cyber crime.  This section explores security and legal considerations that are affected by online technology.  Themes explored include copyright issues and privacy laws involving student records.  These themes are viewed from three viewpoints; the student, the educator, and the associated institution.  Each of these focal groups has specific legal and security concerns that must be considered.

Legal Issue: Usage of Copyrighted Materials in the Online Classroom


According to Critical Challenges in Distance Education, “The legal environment for digital copyright issues is more contentious than ever. New federal statutes and judicial opinions are shifting the balance of power to copyright holders---creators, publishers and the entertainment industry---at the expense of educators. Indeed, the concept of "fair use" for education is being narrowed by law and undermined by technology. Even so, institutions of higher education and their faculty, staff and students are legally liable for any violations of the copyright law as it is currently interpreted and applied.”  (DCCCD, 2003)  Considered one of the most critical legal issues facing online education, proper and improper usage of intellectual property within the online course environment requires the attention of all involved educational parties.


Why is this issue critical?  The simple answer is that both students and educators generally misunderstand copyright laws.  Both parties misinterpret “fair use” provisions.   Hence, copyright violations abound creating a state of copyright critical mass.  

Prior to recent changes detailed in the TEACH act, students and faculty participated in what was understood to be “fair use” of copyrighted materials as long as they were used for educational purposes and did not infringe on the copyright holders rights.  According to the U.S. Code (17 U.S.C. §107), “the fair use of a copyrighted work, including such use by reproduction in copies or phonorecords or by any other means specified by that section, for purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research, is not an infringement of copyright.” As understood, students and faculty were free to use copyrighted work in a limited way to support “research, criticism, news reporting, and teaching” as long as sources were recognized and proper citations were observed.    However, recent court rulings involving online file sharing could potentially constrain “fair use” within the digital world, thus impacting distance-learning activities.  


So, what’s a law-abiding student or teacher to do?  The TEACH Act was crafted to address “fair use” within the online classroom.  In November 2002, President Bush signed the TEACH (Technology, Education, Copyright Harmonization) Act into law.  According to the American Library Association, “TEACH redefines the terms and conditions on which accredited, nonprofit educational institutions throughout the U.S. may use copyright protected materials in distance education – including on websites and by other digital means – without permission from the copyright owner and without payment of royalties.” (ALA, 2006)  As far reaching as this may seem, congress had some definite ideas regarding “fair” application especially within the context of distance education and posting of copyright materials in the online classroom.  The intent is for usage that is “built around a vision that distance education should occur in discrete installments, each within a confined span of time, and with elements integrated into a cohesive lecture-like package”…”this law is not intended to permit scanning and uploading of full or lengthy works, stored on a website, for students to access throughout the semester – even for private study in connection with a formal course.”  (ALA, 2006)  So, reading between the lines the edict becomes clear – materials are to be posted as needed and removed when moving to the next topic.  Websites associated with distance education are not meant to be used as static content pools, rather they will require dynamic updates that occur based on topic transitions.


As creators of copyright issues in distance education, educators would seem a likely target for regulation by laws such as the TEACH act.  However, in this case, many provisions of the act “focus entirely on the behavior of educational institutions.”  The ALA article asserts, “Educational institutions are probably at greater risk than are individuals of facing infringement liability.” (2006) Specific duties are defined for the institutional level requiring administrative overhead and resources to insure compliance with the act.  These duties include instituting copyright policies, providing information materials regarding copyright, providing notices to students regarding copyright implications, and making sure that only enrolled students have access to posted copyright materials.  As can be surmised, administrative compliance has a cost.  “These circumstances will probably motivate institutions to become more involved with oversight of educational programs and the selection and use of educational materials.”  (ALA, 2006) 

On another front, significant legal issues exist because of the underlying structure of the online classroom and how technology is used to provide access to information.  Previously, well-intentioned students or faculty members may occasionally infringe on someone’s intellectual property.  In most cases, the extent of the damages might have included course-pack materials distributed to a limited few or plagiarized research papers.  Now, due to the digital nature of the online medium, course postings, unless protected behind institutional firewalls, are accessed by automatic web spiders and catalogued by search engines.  Once catalogued, these postings become forever archived within search engines content database unless removal is forced via some legal mechanism.  Once archived, the posting can be accessed by anyone who generates a listing based on entered search terms. Is the issue apparent?  Without intending to expose or purposely infringe on someone’s copyright, by allowing faculty and student posting of course materials and assignments, the utilization digital media and nature of the Internet have joined forces to create multiple copies and store them where they can be accessed by all.  The problem was less pervasive when everything was analog.  Obviously, the potential to propagate illegal copies of copyrighted materials creates a legal issue that must be addressed by students, faculty members, and administrative personnel.


Remedies for problems with access involve the usage of password accessible course shells and protecting course websites via the use of firewalls and other security mechanisms.  The primary mechanism for enforcement is the requirement that “users enter a login and password, and their entry is checked for authenticity against a central database of users and passwords or against a class login of a single username and password.” (Horton, 2000)  In other words, limit access to online course materials to authenticated users only.  Other restrictive activities involve using Kerberos authentication for enhanced security, IP spoofing to insure that only trusted IP addresses have access, or “no indexing” strategies to prevent search engine listing.  “Neither method guarantees protection because they are conventions, not barriers, which the spiders (and hackers) can heed or ignore.” (Horton, 2000)


The usage of copyrighted materials within the online classroom presents challenges to students, educators, and institutions.  Understanding “fair use” and TEACH act provisions is a beneficial step to properly using intellectual property.  From a technical perspective, all stakeholders play a part in maintaining a secure environment to conduct distance-learning activities.

Legal Issue:  Privacy Laws and the Online Classroom

Another relevant legal issue concerning the online classroom and the technology it engenders involves privacy laws and how they apply to students, educators, and institutions.  Consider for a moment the implications of your personal academic information being circulated on the Internet.  Much is made these days of identity theft and security issues involved with online access of personal information.  The online classroom, with its associated activities involving grading, student records, and communications between students and professors, is ripe for intrusive activity and a likely target for hackers.  From a legal perspective, institutions and faculty members have an obligation to protect the security of student records.  

Signed into law in 1974, the Federal Education Rights and Privacy Act (FERPA) addresses student information from two distinct perspectives – educational records and directory information:

Educational records are records, files, documents, and other materials which contain information directly related to a student; and are maintained by an educational … institution or by a person acting for such...institution. 20 U.S.C. § 1232g(a)(4)(A)(i)&(ii). 

Directory information, which can be disclosed, includes "the student's name, address, telephone listing, date and place of birth, major field of study, participation in officially recognized activities and sports, weight and height of members of athletic teams, dates of attendance, degrees and awards received, and the most recent previous educational agency or institution attended by the student." 20 U.S.C. § 1232g(a)(5)(A).

According to Elaine Cassel, professor of law at Concord University, FERPA “defines an "educational record" as any information directly related to a student, recorded in any way - including, but not limited to, handwriting, print, computer media, video or audiotape, film, microfilm, and microfiche, and maintained by an educational agency or institution.  FERPA requires that schools have written permission from the parent of a child under the age of 18 years (or, if the student is 18 years or older, from the student) before disclosing any information from a student's educational record. Disclosure is defined as an institution's permitting "access to or the release, transfer, or other communication of personally identifiable information contained in educational records to any party, by any means, including oral, written, or electronic means."  (2001)  

Is FERPA applicable to distance learning?  In the typical online classroom, tests are frequently administered, graded, and resulting grade logged in the digital grade book. Elaine Cassel, an attorney and professor of law at Concord University School of Law states, “What in a traditional class is transitory may become an educational record when captured on a computer. Online student tests and assignments, student-instructor emails, and online grade books are just three examples of virtual records that are in danger of being disclosed in violation of FERPA.” (2001) This concept of record creation, and subsequent exposure of these records, should be seriously considered by institutions in light of possible repercussions for flagrant FERPA violations.  According to the Council on Law in Higher Education, “Institutions that receive federal funds must comply with the law (FERPA) or be at risk of losing this funding.” (2002)

Potential issues exist based on the underlying security imposed by an institution or its information technology organization on computing resources utilized for online course work.  Though the faculty member may in good conscious assure students that their records are secure, the reality is that there is no such thing as absolute security within computer environments.  As has been proven, even in secure environments, passwords can be compromised and seemingly secure systems can be hacked.  Administrative access to student’s online course records occur routinely during operational backups, database merges, software upgrades, or system troubleshooting.  Cassel observes, “The online grade book is accessible not only to the instructors, through their passwords, but to anyone in the institution with the teacher's password. That may include information technology personnel, network administrators, and course management system employees and agents. Yet these individuals arguably have no legitimate educational interest that would exempt them from FERPA's disclosure prohibition.” (2001) This potential exposure is becoming a focus of policy discussions at many colleges and universities and resulting in increased administrative oversight.


The jury is still out, so to speak, on legitimate earth-changing enforcement of FERPA from a court perspective.  Of the cases considered, one tested the court’s view of peer grading and the other questioned the use of FERPA as a basis for lawsuit for the recovery of damages for disclosure of personal records.  In Owasso Independent School District v. Falvo, the court ruled that disclosure of a student’s grades to student graders did not violate FERPA because the grades were not recorded in the teacher’s grade book. 534 U.S. 426 (2002).  The other case, Gonzaga v. Doe, “the Court emphasized that FERPA focuses on a "policy or practice" of noncompliance, rather than the infrequent accidental disclosure of information.” 536 U.S. 273 (2002).  So, based on the Court’s view, teachers should avoid recording grades in their grade book if utilizing student graders and do their utmost to prevent “accidental disclosure of information.”

From an online course perspective, peer grading is unlikely.  However, forced participation in online discussions is very likely and could result in situational embarrassment for the student.  As another example, consider a request for students to post pictures of themselves to an online classroom to build a sense of community.  Many students do not view themselves in a favorable light and would be embarrassed if forced to participate in this type of activity.  Technically, it could be argued that the online discussion logs and student photos become educational records (“any information directly related to a student, recorded in any way”) (Cassel, 2001) once they enter the online course environment and are transferred to digital media.  Legally, these records would qualify under FERPA protection and would require student approval before being posted for at-large viewing.  Therefore, the potential exists that questions, such as these, will become legal tender to ignite future FERPA fires.

On another front, hacker activity and careless handling of student records in a digital environment could result in frequent accidental disclosure of student records.  If this exposure proved to be caused by institutional negligence would this not test the meaning of the Courts “policy or practice” of noncompliance statement? Once again, the Court would have to determine whether successive breaches, like those mentioned, rise to standard of a “policy or practice of noncompliance.”

Given the current legal environment, additional challenges to the interpretation of FERPA will require more of the Courts time.  In the meantime, institutions need to take proper precautions to prevent FERPA issues and preserve student privacy rights.  “To protect themselves from FERPA claims, institutions that provide virtual or other forms of distance learning should obtain students' consent for the intentional or unintentional access of their educational records by individuals involved in the technology infrastructure. Acting now to form partnerships with platform architects, course management systems designers, and FERPA-knowledgeable attorneys will help keep students and teachers in the virtual classroom, and out of the all-too-real courtroom.”  (Cassel, 2001)

Summary


The Internet is a wonderful vehicle for extending the reach of traditional educational activities.  Colleges and universities, through distance education, now graduate a fair number of students who may have never set foot in a traditional classroom.  These students enjoy a level of flexibility and access not experienced previously in educational environments.  “In short, access is one of the main advantages of the Web, and restricting access to your course content is a bit like tossing a wet blanket over the whole works.” (Horton, 2002)  Yet, as this paper discusses, restricting access to a private course audience is exactly what must be done.


As detailed, legal issues specific to the online classroom involving copyrights and student privacy are explored from the student, educator, and institutions perspective.  Copyright laws, understood within the context of “fair use,” are generally misunderstood.  The TEACH act addresses much of this misunderstanding and helps to clarify “fair use” provisions within the online classroom.  Private student information is now exposed via the technology and public nature of the distance learning mechanism.  Thanks to FERPA, ground rules governing what constitutes a record and ramifications of violation provide a framework of understanding.

As equal stakeholders in the online educational experience, students, faculty members, and institutions alike have a legal interest in insuring that these issues are addressed.  Students have a responsibility to post wisely, avoiding intellectual property issues, and policing consensual or non-consensual release of their own personal and private information.  Educators have a responsibility to likewise enforce copyright provisions for their students and themselves on course websites.  In addition, they have a mutual responsibility to work cooperatively with their institution to preserve the integrity of student information.   Lastly, institutions have a significant responsibility for developing compliance policies, that address issues with copyright and student privacy, govern secure implementation of online course technology, and protect against institutional liability.
Part IV: Conclusion, Questions, and Future Implications


This paper explores online education technology from a variety of relevant and important perspectives.  As the two primary participants in the learning process, students and teachers approach the online learning experience from different perspectives and have separate/similar issues interacting with the technology and each other through a virtual interface.  Institutional responsibilities involve acquiring, implementing, and administering online technology.  All of the players contribute to the overall online learning experience by first embracing the technology and then expanding its reach in newer, and more innovative ways of accomplishing learning objectives.


Looking back through this report, it becomes clearly apparent that online learning will continue to be enhanced by the technology that makes it available.  As new technology comes on line, how will these changes be reflected in the online classroom?  As processing speed ramps up, will online applications become more interactive and immersive?  As broadband Internet access becomes more prevalent, will streaming video and real-time interaction between students and instructors become the norm?  How is artificial intelligence and nanotechnology going to be incorporated into the online classroom?

Consider the implications of virtual reality and how that will change online education.  Distance learning took the classroom to the students.  Virtual reality is going to bring the students back to the classroom, albeit without their real bodies.  Students will once again find themselves sitting in a classroom, though in this case it will be a virtual one.  They’ll see themselves as they normally do or see some symbolic representation.  They’ll be able to interact with classmates and instructors while experiencing education via grand interactions that will extend educational philosophies.

One thing is assured – technology begets technology and education is a dynamic field.  The two elements combined is a vibrant combination that bodes well for future students and the evolution of learning.
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