CST 126 – Lab 10
(Chapter 9)

Name:








Date:

Learning Objectives

1. To learn concept of file access permissions/privileges in UNIX, i.e., types of users and types of file privileges 

2. To learn how to determine access privileges for a file

3. To learn how to set or change access privileges for files that you own

4. To learn how to set default access permissions for newly created files and directories

Lab Work

In UNIX, there are three types of users of a file: user (the owner of the file), group (users in owner’s group), and others (everyone else). File permissions/privileges for each user type may be set to a combination of read, write, and execute. Execute permission for a directory means that it can be searched. 

1. Log on to your UNIX system

2. Write down the following and show the command that you used to obtain the required information:  (hint:  
a. Your user name (also known as login name):

b. Your user ID:

c. Your group ID and group name:

d. Number of groups that you are a member of:

3. What are the permissions for your home directory set by your system administrator? What command did you use to answer the question? 

4. Suppose that you want to block everyone at the main door of your directory hierarchy (i.e., your home directory).  Take the necessary steps to do this. Show the session that you used to accomplish the task and confirm that the task has actually been done.

5. Consider the following files (or directories): /sbin/route, /var/log/messages, /etc/passwd, /bin/df, /common/fatcat, .profile (in your home directory). Cut and Paste the long listings for these files.
6. For files and directories given in question 5, show permissions as octal (e.g. 700, 644, etc.) numbers and indicate which files you can read based on the permissions.
7.  Assume that users unx01, unx02, and unx03 are in a group and ora01 and ora02 are in another group.  Suppose unx02 has a script file named inform containing commands with a permission of 765.  Answer the following questions:

a. Who can read the file inform?

b. Who can execute the commands in the file inform by sourcing the file?  (e.g. using ./inform command)

c. Who can execute by entering inform?

d. Who can change the contents of the file inform?
8. What would the resulting permissions be if the following command were executed?  (Do not execute the command…just answer the question.)

$ chmod u=rx,g=x,o= inform    ____________________________________________

9. Complete the following table by inserting the appropriate chmod value or resulting permission.  (See example on first line.)
	Chmod Value
	Resulting Permission

	700
	rwx --- ---

	
	r-- --- ---

	200
	

	
	rw- --- ---

	
	--x --x ---

	000
	

	500
	


10. Log out. 
